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The worm tends to probe nearby systems
with probability 50% (4/8) - same Class A
net (255.0.0.0) 37.5% (3/8) - same Class B
subnet (255.255.0.0) 12.5% (1/8) - random
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the worm will 1/8th of the time generate a
random IP not within any ranges of the
local IP Address. 1/2th of the time, it will
stay within the same class A range of the
local IP_Address 3/8th of the time, it will
stay within the same class B range of the
local IP_Address finally, use this last byte to
gen a 1st octet.
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W32/CodeRed.f.worm
http://vil.nai.com/vil/content/v_100142.htm
CodeRed.F

http://www.symantec.com/region/jp/sarcj/data/c/c
odered.f.html

CODERED.F
http://www.trendmicro.co.jp/vinfo/virusencyclo/def
ault5.asp?VName=CODERED.F
eEye Digital Security CodeRedll Worm Analysis
http://www.eeye.com/html/Research/Advisories/A
L20010804.html
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@police W32/CodeRed.F(W32/Codered2.F)
http://www.cyberpolice.go.jp/server/virus/pdf/\W32

CodeRed_F_jp_20030302.pdf
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